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The purpose of this paper was to assess whether Botswana’s Government Accounting and Budgeting
System (GABS), an enterprise resource planning (ERP) system, generates digital records and maintains
them as authentic over time. GABS was deployed by the Accountant General’s Department (AGD) in
the Ministry of Finance and Economic Development (MFED) to manage accounting and financial
management processes from budgeting to expenditure. Business applications such as ERPs generate
digital records whose authenticity over time may not be guaranteed because, by design, they are not
recordkeeping systems. This qualitative study used concepts influenced by archival diplomatics as a
theoretical lens to assess the authenticity of records generated and stored in GABS. Data was collected
through systems analysis and interviews with purposively selected information and communication
technology (ICT) professionals at AGD. The study found that GABS generates authentic digital records
as theorised by archival diplomatics. The records are thus authentic enough to support auditing
processes in the public sector of Botswana.

Keywords: Accounting, archival diplomatics, audit process, authenticity, Botswana, digital records, Government
Accounting and Budgeting System

1 Introduction
The emergence of the concept of e-government in the 1990s led to structural and process changes in public administration,

evidenced by increased deployment of different information and communication technology (ICT) platforms and applications
for efficient and effective service delivery (Evans & Yen 2005, Wamukoya & Mutula 2005a, Sisman 2012). ICTs enabled
the creation, storage, modification, distribution and preservation of digital records in a networked environment. This
capability posed a series of challenges for custodians who now had to learn how to maintain such systems (Park 2001,
Jansen 2014). The challenges are technical and administrative in nature, such as in cases where the technological
infrastructure for the acquisition and maintenance of resultant digital records needs to ensure their authenticity in the long
term (Jansen 2014).

E-government services, such as acquiring and providing products as well as obtaining information or completing
business transactions, are expected to be done digitally (Fang 2002). According to Makhura (2005), in recent years, ICTs
have positioned themselves as tools for the creation, access and retrieval of records. It is against this background that
digital records generated from business systems need to be captured as authentic and reliable business records (South
Carolina 2007). Trustworthy information systems are reliable, authentic and have integrity. Tafor (2003) and Stair and
Reynolds (2006) cautioned that digital records are susceptible to easy manipulation but should still remain available, usable,
understandable and authentic for as long as needed. It is therefore imperative that records generated by digital systems be
authentic and that such authenticity be maintained as long as the records are used in business processes on which to base
decisions.

The quest for maintaining the authenticity of records has a long history. Developed by Mabillion in the late 17t century,
diplomatics was concerned with proving the authenticity and, indirectly, the reliability of archival documents for establishing
the existence of patrimonial rights of the church, religious orders and other authorities. It was also used to identify and
eliminate forgeries (Duranti 1997, Duranti 2014). Traditionally, diplomatics has been defined as “written testimony or
evidence of a juridical fact, produced by a natural or juridical person in the course of practical-administrative activity, and
kept for action or reference by that same person or its legitimate successor(s)” (Duranti 1997). Although the definition
perfectly suited the purposes of diplomatics and archival science (for some time), it was found wanting for the research
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purposes of the University of British Columbia’s International Research on Permanent Authentic Records in Electronic
Systems (InterPARES) when the research team tried to apply it to the digital records creation environment (Duranti 1997).
Mak (2012) simply defined diplomatics as the systematic analysis of documentary evidence. It offers a method of
interpretation founded on the close study of archival sources, including their material, form and the conditions of their
production.

2 The context of the study
The study was conducted at the Department of Accountant General (AGD) within the Ministry of Finance and Economic

Development (MFED), Botswana. AGD manages government expenditure against a budget drawn up each financial year
by MFED after consolidating submissions from line ministries of the Government of Botswana. AGD implemented the
Government Accounting and Budgeting System (GABS), an enterprise resource planning system (ERP) in 2004 for the
following reasons:

e To increase the ability to undertake central control and monitoring of expenditure and receipts in the ministries and
departments.

e To provide up to date and online information on the government’s cash position and economic, financial and
operational performance.

e To eliminate the duplication of maintaining the same information.

e To process the budget preparation faster, close accounts and process other transactions.

e To enhance the ability to demonstrate accountability to donors and to the public by having a proper audit trail of
transactions in the system.

3 Empirical studies on authenticity of digital records
For three decades prior to 1997, archivists and records managers strived to keep up with continuous changes inherent in

digital information systems containing records (Cox 1997). System designers, high-technology companies and information
policymakers, among others, produced volatile solutions and digital information infrastructure that could render obsolete
solutions thought to be viable only a few years before. The endeavour to produce reliable systems for the creation and
maintenance of digital records resulted in several empirical studies. These included the University of Pittsburgh project, the
UBC-MAS project and International Research on Permanent Authentic Records in Electronic Systems (InterPARES)
(Duranti & MacNeil 1996, Cox 1997, Bearman & Sochats 2002).

3.1 The University of Pittsburgh project
The University of Pittsburgh project, which set out to develop functional requirements for record keeping in digital

environments, was jointly led by Professor James Williams and Professor Richard J. Cox of the University of Pittsburgh’s
School of Information Sciences following a research grant of $359,560 received from the National Historical Publications
and Records Commission in 1993 (Cox 1997). According to Duff (1996) and Rogers (2015a: 32), the project focused on
recorded transactions. Undertaken over three years, the project produced a set of nineteen functional requirements for
digital evidence based on literary warrant (Rogers 2015a). Rogers (2015a) stated that, although the project did not address
the authenticity of records explicitly, it produced requirements supported by trustworthiness and accountability. The record-
keeping functional requirements were observable and measurable to the extent that software engineers could use them to
develop systems that incorporated the requirements and made it possible for records, as defined by the requirements, to
be maintained in such systems.

3.2 The UBC-MAS project
The origins of the UBC-MAS project mirror those of the University of Pittsburgh project. According to Marsden (1997: 159),

“the inescapable and well documented requirement for theoretical and practicable models to confront the intersection of
technology and the management of records and information” led to the birth of the project. Specifically, the project set out
to define the methods for ensuring reliability and authenticity of digital records based on diplomatics and archival concepts
and principles. Duranti and MacNeil (1997) pointed out that the UBC-MAS project studied the authenticity and reliability of
digital records from the point of view of the records creator, specifically a corporate body, because corporate bodies depend
on creating and maintaining records that have integrity. The specific objectives of the project were to:

e establish what a record is in principle and how it can be recognised in the digital environment;

e determine what kind of digital systems generate records;

o formulate criteria that allow for the appropriate segregation of records from all other types of information in digital
systems generating and/or storing a variety of data aggregations;
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o define the conceptual requirements for guaranteeing the reliability and authenticity of records in digital systems;

e articulate the administrative, procedural and technical methods for the implementation of those requirements; and

e assess those methods against different administrative, juridical, cultural and disciplinary points of view (Duranti &
Eastwood 1995, Duranti & MacNeil 1997).

Firstly, the UBC-MAS project defined the terms ‘reliability’ and ‘authenticity’, which, when combined, amount to integrity
(Duranti 1995). Rogers (2015a) proposed that preserving the integrity of records means ensuring that they are created
reliably and maintained authentically. The meaning of the concepts of reliability and authenticity were derived from
diplomatics (Rogers 2015a). Reliability refers to the authority and trustworthiness of records as proof and memory of the
activity, including their ability to represent the facts. Authenticity is defined as the trustworthiness of a record as a record:
that it is what it purports to be and is free from tampering or corruption (Duranti 2001). The UBC-MAS project research team
collaborated with the United States of America’s Department of Defence Records Management Task Force and
operationalised the research findings in the form of mandatory functional requirements for records management application
software (Duranti, MacNeil & Underwood 1996; MacNeil 2000). Through the collaborative research agenda, the two
partners sought to interpret archival and diplomatic concepts using a standard modelling technique (Integrated Definition
Language) (Duranti, Eastwood & MacNeil 2002). According to Duranti and MacNeil (1997:64), the results of the tests of
validity of traditional archival and diplomatic concepts were found to provide a “powerful and internally consistent
methodology for preserving the integrity of digital records.”

3.3 International Research on Permanent Authentic Records in Electronic Systems (InterPARES)
Another project that studied the management of records in the digital environment is commonly known as InterPARES

(Duranti 2009). Based at the University of British Columbia in Canada, InterPARES is the longest running and longest
continuously funded research project into the preservation of authentic digital records (Rogers 2015a). In the words of
Duranti (2009: 3006), “InterPARES has developed knowledge essential to the long-term preservation of authentic records
created and/or maintained in digital form, and provided the basis for standards, policies, strategies and plans of action
capable of ensuring the longevity of such material and the ability of its users to trust its authenticity.”

InterPARES | (1999-2001) focused on the preservation of the authenticity of digital records no longer required for
operational and business purposes (InterPARES 2005). The records examined were primarily textual documents produced
and maintained in databases and document management systems. According to Rogers (2015b), the definitions of
‘reliability’, ‘authenticity’, ‘record’ and ‘digital record’ adopted and developed by the previous UBC project formed the basis
of inquiry. InterPARES 1 had its epistemological roots in the humanities, specifically in diplomatics and archival science
(Duranti 2007). It sought to establish the means for assessing and maintaining the authenticity of digital records once they
become inactive and are selected for permanent preservation (InterPARES 2005). Research teams were drawn from across
the globe and came from disciplines such as law, history, computer science and engineering, information science, and
chemistry. However, the project’s key concepts and methodologies were drawn from diplomatics and archival science
(InterPARES 2005). InterPARES 1 comprised taskforces, one of which was the Authenticity Task Force. The Authenticity
Task Force developed benchmark requirements that supported the presumption of the authenticity of digital records before
they are transferred to the preserver’s custody and those that supported the production of authentic copies of digital records
after they have been transferred to the preserver’s custody (InterPARES 2005, Rogers 2015b).

InterPARES 2 (1999-2001) built upon the findings of InterPARES 1 and sought to address the challenge of the
permanent preservation of reliable, accurate and authentic digital records created and maintained in interactive and dynamic
systems in the course of a variety of human activities (Duranti 2007; InterPARES 2008). Being archival in nature, the
ultimate goal of InterPARES 2 was the development of a trusted record-making and record-keeping system and of a
preservation system capable of ensuring the authenticity of the records under examination over the long term (Duranti
2007). Thus, the work carried out throughout the project in the various disciplinary areas had to be constantly translated
into archival terms and linked to archival concepts, which are the foundation upon which the systems intended to protect
the records. In terms of research methodology, InterPARES adopted no epistemological perspective. According to
InterPARES (2008), the second InterPARES project probed the issues of reliability and accuracy during the entire lifecycle
of records, from creation to permanent preservation. Domains that drove the project focused, firstly, on digital records
creation and maintenance and, secondly, on authenticity, reliability and accuracy of digital records in the artistic, scientific
and governmental sectors and methods of appraisal and preservation.

Among its key products, InterPARES 2 produced a set of guidelines for creators and preservers that operationalised
the benchmark and baseline requirements that emanated from InterPARES 1 and was a further development of it (Roeder
et al. 2008). The guidelines were developed with input from archival scholars, practicing archivists and specialists in the
arts, sciences and government. Roeder et al. (2008) acknowledged the usefulness of the guidelines in informing the
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preservation of digital records but pointed out that they should not be used blindly as they have not exhausted all
preservation-related issues. Despite this cautionary measure, Rogers (2015a) noted that the guidelines are still highly
referenced and used, as evidenced by the frequency of downloaded resources from the InterPARES website. The other
products of InterPARES 2 were a framework of principles guiding the development of policies for organisations that create
and preserve records; guidelines for making and maintaining digital records for individuals and small communities of
practice; guidelines for digital preservation for archival institutions; a metadata registry for the registration and analysis of
metadata schemas; a chain of preservation model; principles and criteria for the adoption of file formats, wrappers and
encoding; and a terminology database (Duranti 2007, Roeder et al. 2008).

InterPARES 3 took place from 2007 to 2012. It built upon the findings of InterPARES 1 and 2 and other digital
preservation projects worldwide (Rogers 2015a). It used findings from the previous InterPARES projects and other research
projects to put theoretical concepts into practice by applying research findings of the previous two phases through case
studies with small and medium-sized organisations, or those with limited resources. For example, Rogers et al. (2013)
undertook a study to develop policy and procedures for the preservation of digital records at the British Columbia Institute
of Technology (BCIT). The case study followed the general case study methodology determined by InterPARES. Data
collected from standardised InterPARES questionnaires and interview protocols were measured against the InterPARES
benchmark and baseline requirements for the creation and preservation of authentic reliable records to conduct a gap
analysis in order to determine deficiencies in current practice. At the end, Rogers et al. (2013) indicated that a policy and
records management procedures for digital records were developed using the InterPARES framework of principles for the
development of policies. The policy and procedures included strategies and standards for the long-term preservation of
digital records as a guide for content that reflected best practice as well as existing BCIT records management policy and
procedures as a guide for form.

InterPARES 4 (2013-2018) was known as InterPARES Trust. It studied issues of trust in records maintained and used
in online environments (Rogers 2015a). According to the InterPARES Trust website (InterPARES Trust 2018) , the
InterPARES Trust research project comprises multidisciplinary teams from across the globe. The focus of research is on
exploring issues concerning digital records and data entrusted to the internet. The main goal is to produce theoretical and
methodological frameworks applicable for developing local, national and international policies, procedures, regulations,
standards and legislation that can assist in ensuring public trust grounded in evidence of good governance, a strong digital
economy and a persistent digital memory.

4 Conceptual framework
This study used archival diplomatics as a theoretical lens in its endeavour to assess the authenticity of digital records

(Eastwood 1994, Duranti, Eastwood & MacNeil 2002, Duranti 2009) in the GABS of the Botswana government. Archival
diplomatics is a concept derived from the words ‘archival science’ and ‘diplomatics’. Archival diplomatics provides a
specified view of a model record and the means of understanding and defining record authenticity, including elements that
comprise it. Duranti, Eastwood and MacNeil (2002) pointed out that diplomatics deals with the concept of archival
documents in the singular since its analysis is at item level. Accordingly, this approach suits the aims of identifying
elementary components (medium, physical form, intellectual form, persons, action, context, archival bond, content) of
individual records that are recognised by electronic systems and their functionality in terms of the ability to control entities
within the system at item level. Notably, the objective of diplomatics is not to study any document, but to study only archival
documents, that is, documents created or received by a physical or juridical person in the course of a practical activity
(Duranti & Thibodeau 2006, Duranti 2009). Duranti (2009) asserted that modern diplomatics concerns itself with defining
and assessing the trustworthiness of records, that is their reliability and authenticity, which is the main purpose of this study.

Archival science shares similarities with diplomatics, but it considers records as aggregations and not as individual
items (Duranti, Eastwood and MacNeil 2002). For archival science, a digital record must have: (1) an identifiable context;
(2) identifiable persons concurring with its creation; (3) an action in which the record participates or which the record
supports, either procedurally or as part of the decision-making process; (4) explicit linkages to other records within or outside
the digital system through a classification code or other unique identifier; (5) a fixed form; and (6) stable content (Duranti &
Thibodeau 2006, Duranti & Rogers 2012). According to Duranti and Rogers (2012), as evidence of business activities and
transactions, records are to be understood in the context of their creation, which is basically the framework for action. Thus,
records produced within the juridical/administrative, provenance, procedural, documentary and technological contexts are
considered authentic, reliable and accurate, and therefore have integrity and are deemed trustworthy. This study applied
archival diplomatics to investigate whether records created through GABS are authentic and remain reliable for as long as
needed.
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5 Aim and objectives of the study
A research aim usually precedes a series of statements describing a project’s research objectives (Thomas & Hodges 2010:

38). The main aim of this study was to assess digital records authenticity in a Botswana government accounting system,
using archival diplomatics as a theoretical lens. The specific objectives were:

e To establish whether records generated and stored in GABS possess the qualities of an authentic record which are
identity and integrity

e To find out if records generated through GABS possessed the characteristics of digital records as theorised by
archival diplomatics.

6 Methodology
The study used a qualitative approach and a case study research design. Data were collected from ICT professionals, who

were sampled purposively, through documentary review and through system analysis. System analysis is the process of
data collection and interpretation of facts, identifying problems and a decomposition of a system into its components. It is
undertaken for purposes of studying a system or its constituent parts in order to identify its objectives (Tutorials Point 2015).
According to Livari, Parsons and Wand (2006), the purpose of system analysis is to identify and document the requirements
for an information system to support organisational activities. In the absence of a statement of user requirements for GABS,
the researcher resorted to interviewing ICT specialists, some of whom performed the roles of system analyst to obtain
information of capabilities of GABS for creating and storing authentic digital records. Documentary sources in the form of
texts and documents provide useful data about society, both historically and the present (Walliman 2011). Yin (2009)
observed that, in a case study, document analysis plays a noteworthy role. Studies by Ngoepe and Makhubela (2015) and
Wamukoya and Mutula (2005b) used documentary analysis when investigating records management and the travesty of
justice in South Africa and the capacity building requirements for digital records management practices in the Eastern and
Southern Africa Regional Branch of the International Council on Archives (ESARBICA) region, respectively. Purposive
sampling was used to select ICT experts who took part in the study.

7 Findings of the study
The findings of the study are presented in accordance with the study objectives. Firstly, the findings related to the identity

and integrity of records generated in GABS are presented, followed by findings related to whether records generated in
GABS possessed the characteristics of digital records as theorised by archival diplomatics.

7.1 Identity and integrity of records generated and stored in GABS
The first of the objectives of the study was to establish whether records generated and stored in GABS are identifiable and

have integrity, which are the qualities of an authentic record. Central to the assessment of records authenticity in digital
systems are identity and integrity metadata (InterPARES 2002, Duranti & Blanchette 2004, Duranti 2014). Rogers (2015b)
said that the principles of archival diplomatics are used to identify records in digital systems, including an assessment of
their authenticity. Other than that, Duranti and Blanchette (2004) stated that, in archival theory (a component of archival
diplomatics), records used to transact organisational business are regarded as authentic. These findings reveal that the
identity of records (a component of records authenticity) created through GABS can be established because the system is
able to capture and store the following core information or metadata about digital records that are persistently linked to it
over time and across hardware and software platforms for purposes of establishing and perpetuating the record’s identity
and integrity. The metadata for the identity of the record included the following:

¢ Name of author (in the form of the office and or physical person responsible, often present in the attestation of the
record and in the subscribed signatures, although it is not always necessary for the perfection of the record)
Addressee

Writer

Manifestation of the record’s archival bond

Indication of the action or matter to which the created record relates

Indications of any attachments or annotations

Archival diplomatics theorises that for records to be deemed authentic, their identity must be established. Records in
GABS are identifiable because the components of a record — its author, addressee, writer or originator, its date, the name
of the action or matter, its status of transmission (original, draft or copy), its relationship to the other records of the same
creator, and the indication of attachments — are present (Guercio 2001, Duranti & Blanchette 2004). In this regard, records
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in GABS are identifiable, but this does not mean they are authentic, because their integrity also needs to be determined if
they are to be regarded as authentic.

The integrity of a record relates to its wholeness and soundness, that is, that it has not been tampered with and remains
intact after creation or receipt (InterPARES 2002). The ICT professionals interviewed during the study indicated that the
authenticity of records in GABS is maintained through information technology or system controls that are in place. These
include the use of usernames and passwords, audit trails, built-in computer security mechanisms, segregation of duties,
and a system that does not allow records to be deleted. A transaction can be cancelled, but such a record remains in the
system. According to Rogers (2015b), computer system technical controls can be relied upon to maintain the authenticity
of an electronic record. InterPARES (2002) stated that, in the electronic world, the fragility of the media, the obsolescence
of technology and the idiosyncrasies of systems likewise affect the integrity of records which can be corrupted. However, if
the elements that make up its identity remain, including the message communicated in the content, the record remains
authentic even if the actual value of its constituent bit strings may be compromised. GABS was implemented in 2004 and
its software platforms have been continually updated to ensure the records remain accessible, even in the face of
obsolescence.

7.2 Characteristics of digital records in GABS
The second objective of the study sought to discover whether records generated and stored in GABS possessed the

characteristics of digital records as theorised by archival diplomatics. According to Duranti (2010), digital records have the
following characteristics: identifiable context, persons concurring to their creation, an act, archival bond, medium, fixed form
and stable content. The findings from system analysis performed on GABS revealed that, as theorised by archival
diplomatics, records in GABS have the following:

Fixed documentary form: Once a record is created in GABS, it cannot be deleted or modified. If such a record does
not represent a transaction truthfully, it is turned into an image or shadow after a correct record replacing it is created; both
exist in the system. These procedures are controlled. An action officer who discovers a record that does not provide truthful
evidence of the transaction of which it forms a part can only report such a discovery. Another officer then turns the record
into a shadow in the system. The roles and responsibilities tied to performing transactions in the system govern the incident.
In essence, records in GABS are fixed and cannot be changed which aligns to the character of a record as viewed through
an archival diplomatics lens.

Stable content refers to the message communicated or conveyed by the record. Various financial transactions are
carried through the system and records serve as evidence of the very same transactions. ‘Stable content’ means that the
entity’s content must remain fixed and complete with no chance of being altered when in storage; the message it conveys
remains unchanged and identical to when it was first produced (Duranti & Jansen 2011).

Archival bond refers to the relationship that links each record to the previous one and the subsequent one (Duranti
2001). Transactions in GABS are related to others within and outside the system. For example, at the start of every financial
year, budgeting is done and recorded in manual records. Once the budget is approved, it is captured onto the system.
Thereafter, expenditure is recorded in the system following a process of requests and approvals which take place both in
the system and outside of it (in the paper counterpart). The evidence (records) of transactions conducted through GABS
are thus linked to each other, the subsequent record of the same action, and, incrementally, to all the records which
participate in the same activity (InterPARES 2006).

Identifiable context: A digital record has a procedural, provenancial, juridical-administrative and technological context:

e The juridical-administrative context is the legal and organisational system in which the creating body belongs
(InterPARES 2006). GABS operates within the confines of legislation applicable to financial management and
control. Legislation includes the Public Finance Management Act, Public Audit Act and the Constitution of the
Republic of Botswana (Mosweu & Ngoepe 2018).

e Procedural context is made up of business procedure in the course of which a record is created (InterPARES
2006). According to InterPARES (2019: 41), a procedure refers to “a body of written and unwritten rules governing
the conduct of a transaction, or the formal steps undertaken in carrying out a transaction.” Business transactions
conducted in GABS have procedures that are followed and have standardised operations, and these include those
related to among others, loan applications, payments to suppliers and applications for daily allowances. For example,
a procedure should be followed when an officer requests for an allowance to take a trip outside the country. It
involves a trip requisition and approval for the payment of the monies into the travelling public officer’s bank account.

e Provenancial context refers to the creating body, its mandate, structure and function (InterPARES 2007). In this
case, the creating body of GABS is the AGD, which is the principal government entity entrusted with financial
management and control of the central government of Botswana through the use of the system.
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e Technological context is defined as the characteristics of the technological components of a digital computing
system in which records are created (InterPARES 2007). GABS is based on a standard ERP package, Oracle
Financials. It was customised to meet the needs of the user department (AGD). Modules normally not found in a
standard ERP, such as a Public Debt Unit function and the Revenue Office Data Capture Module, were added during
customisation.

8 Conclusion and recommendations
The objectives of this study were twofold. The first was to determine whether GABS creates and maintains authentic

records. Although by design it is not a recordkeeping system but a transactional one, it creates and maintains authentic
accounting records because the records created and stored in the system are identifiable and have integrity — the two
components that ensure the authenticity of a digital record. However, this authenticity is not guaranteed over time (Mosweu
2018). The second objective sought to determine whether digital accounting records in GABS possessed the characteristics
of a record as theorised by archival diplomatics. It has been established by this study that records in the system have those
characteristics and these include an identifiable context, persons concurring to their creation, an act, archival bond, medium,
fixed form and stable content.

The study recommends that GABS, in order to enhance the authenticity of records in the system, be integrated with an
Electronic Document and Records Management System (EDRMS) or even an Enterprise Content Management (ECM)
system where one has been implemented by government and ministries of the Government of Botswana. GABS is versatile
and can be integrated with other information systems. For instance, in a study that assessed the delivery of justice through
the Court Records Management System at the Gaborone Magisterial District in Gaborone in Botswana, Mosweu (2012)
discovered that, although the system’s payment module for child maintenance could be integrated with GABS, it was not.
Subsequently, child maintenance payments are being paid through GABS and receipts brought to the Magistrate Court as
proof of payment.
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